Argus

CAIDA

CERT
DKN

DoS

Firewall

Honeynet

Honeypot

Honeywall

IBN

ICMP

IDP

IDS

IMS

[P

GLOSARIO

Herramienta para el andlisis de flujos del trafico de red.

Cooperative Association for Internet Data Analysis. Organizacion
dedicada al monitoreo y analisis del trafico en Internet.

Computer Emergency Response Team.
Término para hacer referencia a una Darknet en esta tesis.

Denial of service. Ataque de negacion de servicio que atenta contra
la disponibilidad de un sistema o red.

Sistema de control y filtrado de paquetes de red.

Estrictamente se refiere a un honeypot de alta interacciéon (equipo
real); comunmente hace referencia también a un conjunto de
honeypots en un ambiente controlado.

Sistema disefiado para ser atacado o alcanzado por trafico o
entidad maliciosa con el fin de detectar y analizar la actividad que
ocurre en él.

Sistema de control y analisis del trafico de red en una honeynet.

Internet Background Noise. Telescopio de seguridad de la
organizaciéon SWITCH.

Internet Control Message Protocol. Protocolo para control y
notificacion de errores en el protocolo de Internet (IP).

Intrusion Detection and Prevention, Sistema de deteccién y
prevencion de intrusiones en un sistema o red.

Intrusion Detection System, Sistema de deteccion de intrusos en un
sistema o red.

Internet Motion Sensor. Telescopio de red desarrollado por la
Universidad de Michigan y la firma Arbor Networks.

Internet Protocol, protocolo de comunicacién no orientado a
conexion utilizado para establecer comunicacién entre equipos de
una red.
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IPS

ISP

Malware

Payload

pP2P

Ra tolos

SAI

Snort

SSH

TCP

TSU
UNAM

URL

VRT

Intrusion Prevention System, sistema de prevenciéon de intrusos en
un sistema o red.

Internet Service Provider. Proveedor de servicios de Internet.
Término para hacer referencia a software malicioso (malicious
software)

Contenido del campo de datos en un paquete de red.

Peer to Peer. Red de computadoras en las que las conexiones se
hacen entre equipos sin necesidad de clientes o servidores. Cada
equipo es un nodo.

Conjunto de herramientas del cliente de Argus.

Sistema de Atencion a Incidentes de la Subdireccion de Seguridad
de la Informacién / UNAM-CERT.

Sistema de deteccidn de intrusos desarrollado por Sourcefire.

Secure Shell, servicio de red para estableces comunicaciones
cifradas entre un cliente y un servidor UNIX.

Transmission Control Protocol, protocolo de la capa de transporte
del modelo TCP/IP.

Telescopio de Seguridad de la UNAM.
Universidad Nacional Auténoma de México.

Uniform Resource Locator. Secuencia de caracteres en un formato
estandar para nombrar recursos en Internet.

Vulnerability Research Team. Equipo de investigacion y desarrollo
de la firma de seguridad Sourcefire, creadora del IDS Snort.
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ANEX0 A — COMPARATIVA DE TIEMPOS DE DETECCION PARA DARKNETS DE DIFERENTES
TAMANOS

Tabla A.1 Muestra las probabilidades de ver al menos k paquetes en una red /8

cuando un equipo envia 500 paquetes por segundo durante 60 segundos.

k N P P P
50 500pps * 60sec = 30000 paq | 28 B 30000 ~100%
P = ) B)y(l _ 2—8)30000—y
Yy
y=0
75 500pps * 60sec = 30000 paq | 28 7St 30000 99.998%
P=1-— Z ( )( B)y(l — 2—8)30000—3/
y=0 Y
100 | 500pps * 60sec = 30000 paq | 28 & 30000 95.2%
P=1-— Z ( )(2—8)}1(1 _ 2—8)30000—}1
y=0 Y
125 | 500pps * 60sec = 30000 paq | 28 12571 30000 24.66%
P=1-— Z ( )(Z—B)y(l — 2—8)30000—y
y=0 Y
150 | 500pps * 60sec = 30000 paq | 28 & 30000 0.19%
P=1-— Z ( )(Z—B)y(l _ 2—8)30000—3/
y=0 Y
200 | 500pps* 60sec=30000paq | 28 & 130000 2.05x10-
pP=1- ( ) )(z-s)y(l — 2-8)30000-y | 504
y=0

Tabla A.2 Muestra las probabilidades de ver al menos k paquetes en una red /16

cuando un equipo envia 1000 paquetes por segundo durante 7 minutos.

I

2 1000pps*420sec= 420000paq | 2-16 < /420000 95.397
P=1-— ( )(2—16)3/(1 _ 2—16)420000—y
y=0 Y
4 1000pps*420sec= 420000paq | 216 =1 420000 76.594
P=1-— Z ( )(2—16)y(1 _ 216420000~y
y=0 Y
6 1000pps*420sec= 420000paq | 216 & 1420000 45.905
P=1-— Z ( )(2—16)3/(1 _ 2—16)420000—y
y=0 Y
8 1000pps*420sec= 420000paq | 216 81 420000 19.769
P=1- z ( )(2—16)3/(1 _ 2—16)420000—y
y=0 Y
10 1000pps*420sec= 420000paq | 216 = /420000 6.187
P=1-— ( - (2—16)y(1 _ 2—16)420000—3/
y=0
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Tabla A.3 Muestra las probabilidades de ver al menos k paquetes en una red /16

cuando un equipo envia 1000 paquetes por segundo durante 8 minutos.

K \ P P P [%]
- g 2-1
2 1000pps*480sec= 480000paq | 216 480000\ . _,, ~ ~ 97.683
P=1-— Z ( )(2 )y(l =7 16)4—20000 y
4 1000pps*480sec=480000paq | 216 85.459
P=1-— Z 480000) (2—16)y(1 _ 2—16)420000—3/
y
6 1000pps*480sec= 480000paq | 216 o= 59.74
P=1— Z (480000> (2716)¥(1 — 2716)#20000-y
y
8 1000pps*480sec= 480000paq | 216 31.405
P=1-— Z 480000) (2—16)y(1 _ 2—16)420000—3/
y
10 1000pps*480sec= 480000paq | 216 0‘ 480000 12.312
p=1-— ( ) (2716)¥ (1 — 2-16)420000-y
Yy
=0
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ANEXO B - ESQUEMA DE LA BASE DE DATOS PARA ALMACENAMIENTO DE LA
INFORMACION DE LOS INCIDENTES DE LA DARKNET

= e

m:m_mmnus INT
< campod TEXT
. campog VARGHAR(15)
. campod VARCHAR(15)
) campod VARCHAR 50} v
) campos VARCHARISD) ' Incidentas_incidentas INT
) campas VARCHAR(S0) ;4——————J j< - U VARCHAR(3ID)
< campo7 VARCHAR{S00) | ()_umm
> campof VARCHAR(500) | Inydaees
. campd VARCHAR(100) }
3 campo10 VARCHAR45) \
\
.. \ ! idincidsntes INT 2
' \ - ! Incilantas_iincidanss INT
bt o TV @ Protocolas dProfacolos INT ;
 Ima TIMESTAMP 3 - __| Protocolos
& contaor_eventos INT He Ulpusihes 0o T " gPratonalos INT
. doscrpoon TEXT U VARCHAR(S00)
w e < tma | TMESTAMP
¥ nchenlas_iincidentas INT PRIMARY Indames
ip00D fi_Eventos_Tipos1 1 Detalles Profocolns
o lp_u[)[n | Detalies Dpositvos
- PRIMARY
et
a8n.0 INT - Dt :

andiNT
PRIMARY
%_ip_ncdantest

e

¥ ioPayload INT
) M5 VARCHAR(%2)

2 payioag 0o
) nomre VARCHAR|45)
< famana INT

£ gescripcion TEXT

PRIMARY

s UNIQUE
\

Diagrama B.1 Esquema de la base de datos del TSU
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ANEX0 C - EJEMPLO DEL FORMATO UNIFICADO PARA ALMACENAMIENTO DE
INFORMACION DE INCIDENTES

a) Archivo de incidentes

dkn|163|tcp|83.110.67.184| | ||| || 1271362670|1271362370|SQL WORM
1433 | /data/dkn/events_connections/tcp-83.110.67.184-1433-
1271362370.det | /data/dkn/events_connections/tcp-83.110.67.184-1433-1271362370.tgz |

b) Archivo de detalles
/data/dkn/events_connections/tcp-83.110.67.184-1433-1271362370.det
T5 SRCIPESPORT SRCIPEDPORT MD5 PAYLOAD STRINGS(Rules)

y y y y V

1271362370|83.110.67.184|3518|132.247.0.232|1433] |||
1271362378|83.110.67.184|4368|132.247.0.232|1433|285850d4aff8df0e2839ecd6bca68011| | [|-(0)|
1271362378|83.110.67.184|4374|132.247.0.232|1433|36dc32801e14fbcdd23436759389f4d4||[||-(0)|
1271362378|83.110.67.184|4394(132.247.0.232| 1433 cfd5cff90daae596afab961957826d3c| ||| |-(0)]
1271362378|83.110.67.184|4432|132.247.0.232|1433|b27e34b029eafa04e44fa4af416ed8cd|| || |-(0)|
1271362378|83.110.67.184|4442|132.247.0.232|1433|910729ad 1d2de99522b537b05ffd00a2]| || |-(0)|
1271362378|83.110.67.184|4446|132.247.0.232|1433|ab1336d70e64574b411b6a133129¢557|||||-(0)|

c) Archivo de payloads

tnp# tar -zxvf tcp-83.110.67.184-1433-1271362370.t9z

dat a/ honeytrap/ att acks/ 285850d4af f 8df 0e2839ecd6bca68011
dat a/ honeytrap/ att acks/ 36dc32801el4f bcdd23436759389f 4d4
dat a/ honeytrap/ attacks/ cf d5cff 90daae596af ab961957826d3c
dat a/ honeyt rap/ att acks/ b27e34b029eaf a04e44f a4af 416ed8cd
dat a/ honeytrap/ attacks/ 910729ad1d2de99522b537b05f f d0OOa2
dat a/ honeyt rap/ att acks/ ab1336d70e64574b411b6a133129¢c557
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ANEX0 D - EJEMPLO DEL ANALISIS DE FLUJOS (STA)

a) Archivo general de sesiones de la captura de trafico en un lapso
determinado.

Paquetes/sesion P origen IP destino&puerto Protocolo
50 113.138. 135. 169 132. 247. 0. 6. 445 tep
45 113. 134. 23. 32 132. 247. 0. 92. 445 tcp
43 113.138. 135. 169 132. 247. 0. 8. 445 tep
33 180. 183. 218. 8 132. 247. 0. 20. 445 tcp
28 180. 183. 218. 8 132. 247. 0. 16. 445 tcp
22 113.138. 135. 169 132.247.0. 5. 445 tep
20 113. 134. 23. 32 132. 247. 0. 83. 445 tcp
16 113. 134. 23. 32 132. 247. 0. 97. 445 tcp
13 67.46. 8. 42 132.247.0. 5. 445 tep
11 67.46. 8. 42 132.247.0.5. 139 tcp
10 66.82.9. 22 132.247.0.5. 80 tcp
10 180. 183. 218. 8 132. 247. 0. 19. 445 tcp
7 180. 183. 218. 8 132. 247. 0. 6. 445 tcp
5 180. 183. 218. 8 132. 247.0. 14. 445 tcp

b) Archivo con informacién estadistica sobre la captura

racount records total _pkts src_pkts dst_pkts total _bytes src_bytes dst_bytes
sum 650 5807 2939 2868 806674 407881 398793

c) Archivo con la relacién de actividad entre equipos

2.89.94.160: (1) 132.247.0.18

46.166. 86.35: (1) 132.247.0.125

50.22.42.62: (6) 132.247.0.66, 132.247.0.70, 132.247.0.78 - 132.247.0.79, 132.247.0.83,
132.247.0.93

58.170.110. 136: (1) 132.247.0.80

59.182.11.129: (1) 132.247.0.85

67.46.8.42: (1) 132.247.0.5

83.211.35.77: (1) 132.247.0.15

88.119.145.173: (1) 132.247.0.33

91.220.176.249: (1) 132.247.0.125

92.240. 68. 153: (1) 132.247.0.186

95.211.81.35: (1) 132.247.0.122

113.134.23.32: (12) 132.247.0.83 - 132.247.0.86, 132.247.0.88 - 132.247.0.90
132.247.0.92 - 132.247.0.94, 132.247.0.96 - 132.247.0.97

113.138.135. 169: (4) 132.247.0.5 - 132.247.0.8

113.165. 167. 160: (1) 132.247.0.157

114.203.34.204: (1) 132.247.0.113

115.22.231.89: (1) 132.247.0.146

132.247.0.97: (1) 113.134.23.32

178.37.16.115: (1) 132.247.0.216

180.183.218.8: (15) 132.247.0.2 - 132.247.0.3, 132.247.0.5 - 132.247.0.9, 132.247.0.11 -
132.247.0.16, 132.247.0.19 - 132.247.0.20

201.48.211.161: (1) 132.247.0.96

201.225.119. 155: (1) 132.247.0.201

202.116.160. 171: (1) 132.247.0. 159

208. 64.126. 120: (3) 132.247.0.165, 132.247.0.245, 132.247.0.248

124



d) Archivo con el analisis de payloads de los flujos segin reglas
El médulo genera n archivos como este segun el numero de reglas especificadas.

# more stamod_sessions_POSIBLE_WORM_MS-DS_445-tcp-445-string.dat

18 113.138. 135. 169 132. 247.0. 6. 445 s[50]=..... SMBr....... PC NETWORK

15 113.138.135. 169 132.247.0. 8. 445 s[50]=..... SMBr....... PC NETWORK

14 113.134. 23. 32 132.247.0.92. 445 s[50]=..... SMBr....... PC NETWORK

11 180. 183. 218. 8 132. 247. 0. 20. 445 s[50]=..... SMBr....... PC NETWORK
7 113.134. 23. 32 132. 247. 0. 83. 445 s[50]=..... SMBr....... PC NETWORK
3 180. 183. 218.8 132. 247.0. 20. 445 s[50]=..... SMBs......... BSRSPYL. A2.
3 113.138.135. 169 132.247.0. 6. 445 s[50]=...<.SMBs......... BSRSPYL A2.
2 113.138.135. 169 132.247.0. 6. 445 s[50]=...<.SMBs......... BSRSPYL . A2
2 113.138. 135. 169 132.247.0.5. 445 s[50]=..... SMBs......... BSRSPYL A2.
2 113. 134. 23. 32 132. 247. 0. 97. 445 s[50]=..... SMBr....... X. . PC NETWORK

# more stamod_sessions_SSH_SCAN_O_POSIBLE_SSH_BRUTEFORCE_ATTACK-tcp-22-
string.dat

1 114. 247.15. 79 132.247.0.92. 22 s[50] =SSH-2. 0-1i bssh-0.2. ... ... diff
1 114. 247.15. 79 132.247.0. 92. 22 s[50] =SSH-2. 0-1i bssh-0.2.. @...diff
1 114. 247.15. 79 132.247.0. 92. 22 s[50] =SSH-2. 0-1i bssh-0.2.. A .. .diff
1 114. 247.15. 79 132.247.0.92. 22 s[50] =SSH-2. 0-1i bssh-0.2. ... ... di f f
1 114. 247.15. 79 132.247.0. 92. 22 s[50] =SSH-2. 0-1i bssh-0.2. ... ... diff
1 114. 247.15. 79 132.247.0. 92. 22 s[50] =SSH-2. 0-1i bssh-0.2. ... ... diff
1 114. 247.15. 79 132.247.0. 92. 22 s[50] =SSH-2. 0-1i bssh-0.2. . h....diff
1 114. 247.15. 79 132.247.0.92. 22 S[50]=...03....Y..1.. T.N>... 4R ..y.

1 114. 247.15. 79 132.247.0. 92. 22 S[50]= n@.?..W...-.1k. Gk V.t.>A k
1 114. 247.15. 79 132.247.0. 92. 22 s[50] =N. U+|]0~. ..8..%.6...[.moF..
1 114. 247.15. 79 132.247.0. 92. 22 s[50] = TSR k....5L1..\v
1 114. 247.15. 79 132.247.0.92. 22 s[50] =. . ].h.o ...... S.L...10sQn.3
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ANEXO E - EJEMPLO DE ANALISIS DE TRAFICO DE RED CON IDS (STA)

a) Top de incidencias

SQ SA brute force login attenpt TDS v7/8
WEB-11S view source via translate header

SQ. Worm propagati on attenpt
SQ version overflow attenpt
SQ. Worm propagati on attenpt OUTBOUND
NETBI OS SMB- DS srvsvc NetrPat hCanonicalize WiteAndX little endian overflow attenpt
POLI CY VNC server
ET SCAN Behavi or al

response

Unusual
ET EXPLO T M crosoft W ndows NETAPI
EXPLO T Real VNC server
ET EXPLO T M crosoft Wndows NETAPI

Port 1

ET SCAN Si pvi ci ous Scan

[C assification:

[C assification:
[C assification:
[C assification:
[C assification:
[C assification:

An attenpted | ogin using a suspicious username was detect ed]

access to a potentially vul nerable web application]
[Priority: 2]
Attenpted Administrator Privilege Gain]

M sc Attack]

M sc activity]
Attenpted I nformation Leak]

433 traffic,

[Priority: 3]

Pot enti al

[Priority: 2]

SQ SA brute force login attenpt TDS v7/8||132.247.0.25
SQ SA brute force login attenpt TDS v7/8||132.247.0.11
WEB-11S view source via transl ate header|| 132.247.0.8

WEB-11S view source via translate header||132.247.0.6

PCLI CY VNC server response||132.247.0.26
PCLI CY VNC server response||132.247.0.58
WEB-11S view source via transl ate header|| 132.247.0. 4
SQL version overflow attenpt]||132.247.0.200
EXPLO T Real VNC server authentication bypass attenpt||132.247.0.26
attenpt OUTBOUND] | 132. 247. 0. 158

SQ
SQ
SQU
SQU
SQU
SQU
SQ
SQ
SQL

Wor m propagat i
Wor m propagat i
Wor m pr opagat i
Wor m pr opagat i
Wor m pr opagat i
Wor m pr opagat i
Wor m propagat i
Wor m propagat i
version overfl

on
on
on
on
on
on
on
on
ow

attenpt|| 132.
attenpt|| 132.
attenpt|| 132.
attenpt|| 132.
attenpt|| 132.
attenpt|| 132.
attenpt|| 132.
attenpt|| 132.

WEB-11S view source via translate
SQ. Worm propagation attenpt||132.247.0.57
SQL version overflow attenpt||132.247.0.169

247.0.167
247.0.230
247.0.117
247.0.19
247.0. 87
247.0.162
247.0.178
247.0.162
header || 132

247.0.21

SQ SA brute force login attenpt TDS v7/8|| 1433
WEB-11S view source via transl ate header|| 80
SQ. Worm propagati on attenpt OUTBOUND| | 1434
SQL version overflow attenpt|| 1434
SQL Worm propagation attenpt|| 1434
PCLI CY VNC server response|| 5900
ET SCAN Behavi or al
EXPLO T Real VNC server authentication bypass attenpt||5900

ET EXPLO T M crosoft W ndows NETAPI
ET EXPLO T M crosoft Wndows NETAPI

Unusual

Por t

ET SCAN Si pvi ci ous Scan| | 5060

1433 traffic,

126

Potenti al

Stack Overflow I nbound -
Stack Overflow I nbound -

Scan or
Stack Overflow I nbound -
aut henticati on bypass attenpt

Stack Overflow I nbound -

Scan or

I nfection
MS08- 067 (25)

MS08- 067 (15)

[Priority: 1]

MS08- 067 (25)] | 445
MS08- 067 (15)] | 445

I nfection|| 1433

[Priority:

[Priority: 2]



276 SQ. SA brute force login attenpt TDS v7/8||216. 14.118. 202
21 SQ. SA brute force login attenpt TDS v7/8||62.149. 163. 103
19 WEB-11S view source via translate header||116.10. 255. 17
13 WEB-11S view source via translate header||221.172. 58. 255

SQL Worm propagation attenpt||211.138.238.198

SQL version overflow attenpt||211.138.238.198

WEB-11S view source via translate header|| 117. 206. 96. 68
| PCLI CY VNC server response||190.209. 54. 203

b) Informacién por alerta

|
|
|
6 | SQ. Worm propagati on attenpt OUTBOUND| | 211. 138. 238. 198
|
|
|

[ TOP I P ADDRESS ]

[ ET EXPLOT M crosoft Wndows NETAPI Stack Overflow I nbound - MsS08-067 (25) ]

[ DST CONNECTIONS ]
1 -> 132.247.0.57
1 -> 132.247.0.18

[ TOP I P ADDRESS ]
[ ET EXPLOT Mcrosoft W ndows NETAPI Stack Overflow I nbound - MS08-067 (25) ]
[ SRC CONNECTIONS ]

1 -> 132.247.17.12

1 -> 132.247.17. 4

[ TOP PORTS ]
[ ET EXPLOT M crosoft Wndows NETAPI Stack Overflow I nbound - MsS08-067 (25) ]
[ DST CONNECTIONS ]

2 -> [ 445 ]

[ TOP PORTS ]
ET EXPLO T M crosoft Wndows NETAPI Stack Overflow | nbound - MS08-067 (25) ]
[ SCR CONNECTIONS ]
1 -> [ 2714 ]
1 -> [ 2677 ]

[ TOP I P ADDRESS ]
[ NETBI OS SMB-DS srvsvc NetrPathCanonicalize WiteAndX little endian overflow attenpt
[ DST CONNECTI ONS ]

1 -> 132.247.0.76
1 -> 132.247.0.57
1 -> 132.247.0.15
1 -> 132.247.0.18
1 -> 132.247.0.8

1 -> 132.247.0.39

[ TOP I P ADDRESS ]
[ NETBI OS SMB-DS srvsvc NetrPat hCanonicalize WiteAndX little endian overflow attenpt
[ SRC CONNECTIONS ]

3 -> 132.247.17. 4

3 -> 132.247.17.12

[ TOP PORTS ]
[ NETBI OS SMB-DS srvsvc NetrPathCanonicalize WiteAndX little endian overflow attenpt
[ DST CONNECTIONS ]

6 -> [ 445 ]

127



ANEXO0 F - EJEMPLO DE INFORMACION ALMACENADA EN EL TSU

Con el disefio de la base de datos se pueden hacer consultas tan especificas como se

deseen. A continuacion se

a) Incidentes reportados

1673745 | 2011-02-03 02:24:51
1673745 | 2011-02-03 02: 24: 51
1673745 | 2011-02-03 02: 24: 51
1673745 | 2011-02-03 02: 24: 51
1673745 | 2011-02-03 02: 24: 51
1673745 | 2011-02-03 02:24: 51
1673745 | 2011-02-03 02:24: 51
1673745 | 2011-02-03 02: 24: 51
1673745 | 2011-02-03 02: 24: 51
1673748 | 2011-02-03 02: 26: 09
1673749 | 2011-02-03 02:27: 08
1673751 | 2011-02-03 02:30: 01
1673752 | 2011-02-03 02: 30: 40
1673754 | 2011-02- 03 02: 30: 54
1673756 | 2011-02-03 02: 33: 08
1673757 | 2011-02-03 02: 33: 16
1673758 | 2011-02-03 02: 34: 09
1673773 | 2011-02- 03 02: 42: 54
1673774 | 2011-02-03 02: 43: 45
1673775 | 2011-02-03 02: 43: 55
1673779 | 2011-02-03 02: 45: 20
1673783 | 2011-02-03 02: 49: 13
1673784 | 2011-02-03 02: 50: 28
1673785 | 2011-02-03 02: 50: 28
1673786 | 2011-02-03 02: 50: 34
1673788 | 2011-02-03 03:04: 14
1673789 | 2011-02-03 03:04: 14
1673797 | 2011-02- 03 03: 06: 20
1673798 | 2011-02-03 03:06: 21
1673798 | 2011-02-03 03:06: 21
1673799 | 2011-02-03 02:52: 13
1673800 | 2011-02-03 02: 52: 26
1673801 | 2011-02-03 02: 52: 26
1673802 | 2011-02-03 02:53: 58
1673807 | 2011-02-03 02:57: 44
1673809 | 2011-02-03 02: 59: 34
1673811 | 2011-02-03 02: 59: 50
1673812 | 2011-02-03 03:00: 09
1673816 | 2011-02-03 03:00: 32
1673819 | 2011-02-03 03:02: 57
1673821 | 2011-02-03 03:11: 08
1673823 | 2011-02-03 03:11: 32
1673826 | 2011-02-03 03:12: 20
1673827 | 2011-02-03 03:12: 33
1673828 | 2011-02-03 03:14:01
1673833 | 2011-02-03 03: 15: 43

muestran dos ejemplos.

5b799e45c5f Odaf a24cbe619231d2cc2
f7f 3d106107f bf 546f c794241575da7c
0lca38ad531f 36358934cd3502b3334c
93c9266d46ec8d198e2098df f 76e924d
173dc42d82b8601bed9eed90b24ec081
153d7cd4d182df 7ad684d65d91875¢c91
f 0O4ede2677abf a415ebdf 67c75f ceb9l
29d9545b825a128c214c603acc5el3ee
7af c42de0745f 7e3047f f 02b4b0e57f ¢
alaad4a74b70cbca5a03960df 1a3dc878
99e30239984e4c331bcc2986643d066b
d56e7f 0145ed8e9b996c169d576bdbef
07d39626a6f 0a2d4b0bch98b5d30d1b6
07d39626a6f 0a2d4b0bch98b5d30d1b6
0262ca5d4446a40394f 6f 7e83804bdd4
2af e80d2d26ad50b52f 0157each5870c
99e30239984e4c331bcc2986643d066b
07d39626a6f 0a2d4b0bch98b5d30d1b6
d56e7f 0145ed8e9b996c169d576bdbef
99e30239984e4c¢331bcc2986643d066b
40329bee034a98c02454a3479ef 5e6a9
4302dbc6caadc9ec6d0e3f 47282746¢0
b79073b70f 3c61c6af 2f 07997a247b33
99e30239984e4c¢331bcc2986643d066b
€c90329e824064e777f 8719643320923f
ef 401db3ed6bblab29c5cdc06cf eb636
99e30239984e4c331bcc2986643d066b
d56e7f 0145ed8e9b996c169d576bdbef
16d5ef 7e85234f 256f 5e4b6b70519f 27
d5e36a27c¢2d953a56652820e7563f a49
c9edc6804196dc694eb346¢cf 62f 9067f
d56e7f 0145ed8e9b996c169d576bdbef
15f d6¢77950d29548982f b44b6ddd4a3
a0aad4a74b70cbca5a03960df 1a3dc878
99e30239984e4c¢331bcc2986643d066b
d56e7f 0145ed8e9b996c169d576bdbef
420bc97a9e2304d22d7382f ec7a8571c
685d502a075912c4227e12e28c7885a8
a0aa4a74b70cbca5a03960df 1a3dc878
alaad4a74b70cbca5a03960df 1a3dc878
62abf 75a6760eeladcdcb2alf e89d0ac
99e30239984e4c¢331bcc2986643d066b
a0aa4a74b70cbca5a03960df 1a3dc878
alaad4a74b70cbca5a03960df 1a3dc878
3c0alal3a0469bb1803c5e4270ea9la4d
d56e7f 0145ed8e9b996c169d576bdbef

b) Detalles de eventos especificos

1673734
1673734
1673734
1673734
1673734
1673734
1673734
1673734
1673734
1673734
1673734
1673734

2011-02-03
2011-02-03
2011-02-03
2011-02-03
2011-02-03
2011-02-03
2011-02-03
2011-02-03
2011-02-03
2011-02-03
2011-02-03
2011-02-03

02:
02:
02:
02:
02:
02:
02:
02:
02:
02:
02:
02:

19:
19:
19:
19:
20:
20:
20:
20:
20:
20:
20:
20:

48
52
55
58
02
05
09
12
16
19
23
26

218.
218.
218.
218.
218.
218.
218.
218.
218.
218.
218.
218.

15.136.38 | 32911 | 132.248.194.73
15.136.38 | 33158 | 132.248.194.73
15.136.38 | 33397 | 132.248.194.73
15.136.38 | 33660 | 132.248.194.73
15.136.38 | 33910 | 132.248.194.73
15.136.38 | 34155 | 132.248.194.73
15.136.38 | 34397 | 132.248.194.73
15.136.38 | 34631 | 132.248.194.73
15.136.38 | 34904 | 132.248.194.73
15.136.38 | 35127 | 132.248.194.73
15.136.38 | 35374 | 132.248.194.73
15.136.38 | 35627 | 132.248.194.73
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SSH
SSH
SSH
SSH
SSH
SSH
SSH
SSH

SCAN
SCAN
SCAN
SCAN
SCAN
SCAN
SCAN

POSI BLE
POSI BLE
POSI BLE
POSI BLE
POSI BLE
PCSI BLE
POSI BLE
SCAN O POSI BLE
SSH SCAN O POS| BLE
SQL WORM 1434
GENERAL SCAN
GENERAL SCAN
GENERAL SCAN
PORTSWEEP

GENERAL SCAN
GENERAL SCAN
GENERAL SCAN
PORTSWEEP

GENERAL SCAN
GENERAL SCAN
GENERAL SCAN
GENERAL SCAN
GENERAL SCAN
GENERAL SCAN
GENERAL SCAN
GENERAL SCAN
GENERAL SCAN
GENERAL SCAN
GENERAL SCAN
GENERAL SCAN
GENERAL SCAN
GENERAL SCAN
GENERAL SCAN
SQL WORM 1434
GENERAL SCAN PORT
GENERAL SCAN PORT
GENERAL SCAN PORT
GENERAL SCAN PORT
SQL WORM 1434

SQL WORM 1434

GENERAL SCAN PORT
GENERAL SCAN PORT
SQL WORM 1434

SQL WORM 1434

GENERAL SCAN PORT
GENERAL SCAN PORT

O0O0OO0O0O00O0O0

PORT
PORT
PORT

PORT
PORT
PORT

PORT
PORT
PORT
PORT
PORT
PORT
PORT
PORT
PORT
PORT
PORT
PORT
PORT
PORT
PORT

SSH
SSH
SSH
SSH
SSH
SSH
SSH
SSH
SSH

BRUTEFORCE
BRUTEFORCE
BRUTEFORCE
BRUTEFORCE
BRUTEFORCE
BRUTEFORCE
BRUTEFORCE
BRUTEFORCE
BRUTEFORCE

[17871]
[19814]
[ 33435]

[ 18423]
[16617]
[17871]

17871]
19814]
19556]
23680]

[19814]
[ 6305]

[51464]
[19814]

ATTACK
ATTACK
ATTACK
ATTACK
ATTACK
ATTACK
ATTACK
ATTACK
ATTACK

22 | b83ba7cablf eeb830a04f e4ae889966¢
22 | 7c6147f2417a5b74b1f e9585a43dd676
22 | 44eec06e38e7649b7d98412b18983087
22 | aae658a6b4b4ed274c6225c18e8a4346
22 | a8cbf2a3a2e442f c5059celad9371742
22 | ebcbhaeOb5ca3b2a8b022a389339c7d2b
22 | 311a9b35473b14284d24d6c3d9eea2ch
22 | b50533d3352f cc9c3855783192ca8081
22 | e4c6cd45d1c296f f 1ec9a87c03507a74
22 | 5ae5b60ec9eec88177817a728e956e2c
22 | 49bd374892df 8ef 3686a10803c4620bc
22 | d28eedc5a297e4ebf f d93edd456bea8d7



ANEXO0 G - EJEMPLOS DE BITACORAS DEL MODULO

a) DKN AGENT

[2011- 01-28 14:24:29] - [AGENT | check_active_events ] STARTI NG SCP TRANSFER MODE (NO DB) (360)sec
[2011- 01-28 14:24:29] - [AGENT | check_active_events ] STARTI NG STAMOD (120) sec
[

2011- 01-28 14:24:29] - [AGENT | stanod ] ERROR Unable to exec STAMOD. Mn tinme nust be
(300) sec.
[2011- 01-28 14:24:29] - [AGENT | stanod ] FIXING The programwi || execute each (300) sec.
[2011-01-28 14:24:29] - [AGENT | stanod ] Executing STA Mdul e PI D Handl er (15841)
[2011-01-28 14:24:29] - [AGENT(0) | check_active_events] STARTING VERI FI CATI ON PROCESS
[2011- 01-28 14:24:29] - [AGENT(0) | expire_event_file ] Expiring event AEV: [X|tcp-109.72.207.69-
53| 1296182653| 1296182353| GENERAL SCAN PORT [53]]]
[2011-01-28 14:24:29] - [AGENT(0) | expire_event_file ] Adding incident to agent file
[/ dat a/ dkn/ t np/ AGENTO. exp]
[2011- 01-28 14:24:29] - [AGENT(0) | expire_event_file ] Expiring event AEV: [X|tcp-92.240.68.152-
80| 1296183021| 1296182721| GENERAL SCAN PORT [80]|]
[2011-01-28 14:24:29] - [AGENT(0) | expire_event_file ] Adding incident to agent file
[/ dat a/ dkn/ t np/ AGENTO. exp]
[2011- 01-28 14:24:29] - [AGENT(0) | expire_event_file ] Expiring event AEV: [X|udp-132.248.204.1-
46594| 1296183027| 1296182727 GENERAL SCAN PORT [46594] | ]
[2011-01-28 14:24:29] - [AGENT(0) | expire_event_file ] Adding incident to agent file
[/ dat a/ dkn/ t np/ AGENTO. exp]
[2011- 01-28 14:24:29] - [AGENT(0) | expire_event_file ] Expiring event AEV: [X|udp-132.248.204.1-53-
132.248.194. 73| 1296183027| 1296182730| PORTSVEEP] ]
[2011-01-28 14:24:29] - [ACENT(0) | expire_event_file ] Adding incident to agent file
[/ dat a/ dkn/ t np/ AGENTO. exp]
[2011- 01-28 14:24:29] - [AGENT(0) | expire_event_file ] Expiring event AEV: [X|tcp-12.139.31.211-
135| 1296183095| 1296182795| GENERAL SCAN PORT [135] | ]
[2011-01-28 14:24:29] - [AGENT(0) | expire_event_file ] Adding incident to agent file
[/ dat a/ dkn/ t np/ AGENTO. exp]

[2011-01-28 14:24:33] - [AGENT(0) | proc_events ] Logging new Incident from
[/ dat a/ dkn/ event s_connect i ons/ udp- 119. 248. 51. 32- 37927- 1296186220. evt ]
[2011-01-28 14:24:33] - [AGENT(0) | ~createtar ] Creating Tar file
(/ dat a/ dkn/ event s_connecti ons/ udp-114. 252. 89. 39- 37927- 1296186220. t gz) with
(/data/ dkn/ tnp/ attacks/ 445f 18dc3bb3de26d491685b249a9dd1)
[2011-01-28 14:24:33] - [AGENT(0) | proc_events ] Logging new Incident from
[/ dat a/ dkn/ event s_connect i ons/ udp- 114. 252. 89. 39- 37927- 1296186220. evt]
[2011-01-28 14:24:33] - [AGENT(0) | ~createtar ] Creating Tar file
(/ dat a/ dkn/ event s_connecti ons/ udp- 60. 6. 52. 199- 37927- 1296186147. t gz) with
(/data/ dkn/ t np/ att acks/ 0eb0c3ca996d3648705416c4a69132cf )
[2011-01-28 14:24:33] - [AGENT(0) | proc_events ] Logging new Incident from
[/ dat a/ dkn/ event s_connect i ons/ udp- 60. 6. 52. 199- 37927- 1296186147. evt ]
[2011-01-28 14:24:33] - [AGENT(0) | ~createtar ] Creating Tar file
(/ dat a/ dkn/ event s_connect i ons/ udp- 120. 8. 105. 140- 37927- 1296186178. t gz) with
(/data/ dkn/ t np/ att acks/ 473ddda95ba18f 00c4123e7f 3e895b76)
[2011-01-28 14:24:33] - [AGENT(0) | proc_events ] Logging new Incident from
[/ dat a/ dkn/ event s_connecti ons/ udp-120. 8. 105. 140- 37927- 1296186178. evt]
[2011-01-28 14:24:33] - [AGENT(0) | ~createtar ] Creating Tar file
(/dat a/ dkn/ event s_connecti ons/ udp-110. 245. 128. 240- 37927- 1296186169. t gz) with
(/data/ dkn/ t np/ at t acks/ 29204203152f 28cbac02df 22e4d86a8
0
[2011-01-28 14:24:33] - [AGENT(0) | proc_events ] Logging new Incident from
[/ dat a/ dkn/ event s_connect i ons/ udp- 110. 245. 128. 240- 37927- 1296186169. evt ]
[2011-01-28 14:24:33] - [AGENT(0) | ~createtar ] Creating Tar file
(/ dat a/ dkn/ event s_connecti ons/ udp- 124. 67. 37. 34-37927- 1296186201.tgz) with
[2011-01-28 14:30:34] - [AGENT(33) | proc_events ] Logging new Incident from
[/ dat a/ dkn/ event s_connecti ons/ udp- 132. 248. 204. 1- 53- 132. 248. 194. 73- 1296246342. evt]
[2011-01-28 14:30:35] - [ AGENT | transfer_file ] Transfering

(192.168. 1. 1: 2290| dkn| ****| / dat a/ i nci dent s/ |/ dat a/ dkn/ event s_connecti ons/ al ert-TCP-201. 127. 23. 156-

COVMUNI TYWEB- ATTACKSGFI Mai | Securi t

yManagenent Host Over f | owAt t enpt LongAccept Par anet er . det) PI D Handl er (15840)->(21512)

[2011-01-28 14:30: 35] - [ AGENT | transfer_file ] Transfering
(192.168. 1. 1: 2290| dkn| ****| / dat a/ i nci dent s/ | / dat a/ dkn/ event s_connections/ al ert- TCP- 189. 136. 44. 47-

COMMUNI TYWEB- ATTACKSGFI Mai | Security

Managenent Host Over f | owAt t enpt LongAccept Par anet er. det) PID Handl er (15840)->(21512)

[2011-01-28 14:30: 35] - [ AGENT | transfer_file ] Transfering
(192.168. 1. 1: 2290| dkn| ****| / dat a/ i nci dent s/ | / dat a/ dkn/ event s_connecti ons/tcp-221. 172. 58. 255- 445-
1296183060. det) PI D Handl er (15840)-

>(21511)

[2011-01-28 14:30:35] - [ AGENT | transfer_file ] Transfering
(192.168. 1. 1: 2290| dkn| ****| / dat a/ i nci dent s/ | / dat a/ dkn/ event s_connecti ons/ al ert- TCP- 187. 137. 97. 229-

COVMUNI TYWEB- ATTACKSGFI Mai | Securi t

yManagenent Host Over f | owAt t enpt LongAccept Par anet er. det) PI D Handl er (15840)->(21512)
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b) DKN STA

[2011-01- 28
[2011-01- 28

[2011-01-28
[2011-01-28
[2011-01-28
->

[2011-01-28

->

[2011-01-28 14: 29: 29]

14: 29:
14: 29:

29]
29]

14: 29: 29]
14: 29: 29]
14: 29: 29]

14: 29: 29]

- ®xxxxxxxxxxsx [ STRUCTURED TRAFFI C ANALYSI S MODULE]

Ik kkkkkkkkkkkkkkkkkhkhkkhkkkkkk ko hkkkkkkkkkkkh ko k Ak kkkhk kkkkk hkk &k

- [ STAMD |
- [ STAMD |
- [STAMD |
- [STAMD |

- [STAMD

1429/ snort/procfiles/) ->

[2011-01-28 14: 29: 29]

- [STAMD

1429/ snort/alert_top/) ->

[2011-01-28 14:29:29]
1429/ snort/al ert

[2011-01- 28
[2011-01- 28
[2011-01- 28
[2011-01-28
[2011-01- 28
[2011-01- 28
[2011-01- 28
[2011-01- 28
[2011-01- 28
[2011-01- 28
[2011-01-28
[2011-01-28
[2011-01-28
[2011-01-28
[2011-01- 28
[2011-01- 28
[2011-01-28
[2011-01-28
[2011-01- 28
[2011-01- 28
[2011-01- 28
[2011-01- 28
[2011-01-28
[2011-01- 28
[2011-01-28
[2011-01-28
[2011-01-28
[2011-01-28
[2011-01- 28
[2011-01-28
[2011-01-28
[2011-01-28
[2011-01- 28
[2011-01-28

- [STAMOD
nfo/) ->
14:29:29] - [ STAMOD |
14:29:29] - [ STAMOD |
14:29:29] - [ STAMOD |
14:29:29] - [ STAMD |
14:29:32] - [ STAMOD |
14:29:37] - [ STAMOD |
14:29:44] - [ STAMOD |
14:29:44] - [ STAMOD |
14: 29: - [ STAMOD |
: - [ STAMOD |

STAMOD |

14:
14:
14:
14:
14: 30:
1429. cap) and OUTDI R (/data/dkn/stanpd/ 20110128-1429) SNORTCONF (/usr/local /snort/etc/s

30:

i

:

R

:

bhbad

58885

9999999999299999399492
8

bh55a8e

-0
-0
-0
-0
-0
-0
-0
-0
-0
-0
-0
-0
-0
-0
-0
-0
-0
-0
-0
-0
-0
-0
-0

- [ STAMD |

getdata ]
getdata ]
getdata

getdata

| getdata
| getdata
| getdata

ar gus_exec ]
ar gus_exec ]
argus_data ]
argus_dat a ]
argus_data ]
argus_data ]
argus_data ]
argus_radata_r]
argus_radata_r]
argus_radata_r]
argus_radata_r]
argus_radata_r]
argus_radata_r]
argus_radata_r]
argus_radata_r]
argus_radata_r]
argus_radata_r]
argus_radata_r]
argus_radata_r]
argus_radata_r]
argus_radata_r]
argus_radata_r]
argus_radata_r]
argus_radata_r]
argus_radata_r]
argus_radata_r]
argus_radata_r]
argus_radata_r]
argus_radata_r]
argus_radata_r]
argus_radata_r]
argus_radata_r]
argus_radata_r]
snort_data

1
1

STARTI NG STA MODULE

|- Creating STA log directory
Creating STA Argus directory

|.
|.
I I-
I I-
I I-

| - Stopping argus daenon ...
|- Starting argus daenon ...

| - GENERATI NG ARGUS

Creating STA Snort directory
Creating STA procfiles directory
Creating STA alert

Creating STA alert

DATA

Hok ok ok Kk ok ko k kK Kk k

top directory

oK
oK

|- Creating racount file oK
|- Creating hosts file K
|- Creating traffic sessions file K
|_

Creati
Creati
Creati
Creati
Creati
Creati
Creati
Creati
Creati
Creati
Creati
Creati
Creati
Creati
Creati
Creati
Creati
Creati
Creati
Creati
Creati
Creati
Creati
Creating
Creating
|- Creating

ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng

|_
|_
|_
|_
|_
|_
|_
|_
|_
|_
|_
|_
|_
|_
|_
|_
|_
|_
|_
|_
|_
|- ng
I_

1 1-

stats
stats
stats
stats
stats
stats
stats
stats
stats
stats
stats
stats
stats
stats
stats
stats
stats
stats
stats
stats
stats
stats
stats
stats
stats
stats

Creating traffic sessions of defined rules ->

REGEX PAYLQOAD f or
GENERAL for rule <tcp-22>
REGEX PAYLQOAD f or
GENERAL for rule <tcp-1433>
REGEX PAYLQOAD for
GENERAL for rule <tcp-1434>
REGEX PAYLQAD f or
GENERAL for rule <udp-1434>
REGEX PAYLQAD f or
GENERAL for rule <tcp-6666>
REGEX PAYLQAD f or
GENERAL for rule <tcp-6667>
REGEX PAYLQOAD f or
GENERAL for rule <tcp-6668>
REGEX PAYLQOAD f or
GENERAL for rule <tcp-6669>
REGEX PAYLQOAD f or
GENERAL for rule <tcp-25>

REGEX PAYLOAD for rule <tcp-

GENERAL for rule <tcp-5900>
REGEX PAYLQAD f or
GENERAL for rule <tcp-139>
REGEX PAYLQAD f or
GENERAL for rule <tcp-445>
REGEX PAYLQAD f or
GENERAL for rule <tcp-9000>

(/ dat a/ dkn/ st anpd/ 20110128- 1429)
(/ dat a/ dkn/ st anpd/ 20110128- 1429/ ar gus)

rule <tcp-
rule <tcp-
rule <tcp-
rul e <udp-
rule <tcp-
rule <tcp-
rule <tcp-
rule <tcp-

rule <tcp-

rule <tcp-
rule <tcp-

rule <tcp-

->

22-1-1> X

e

1433-[-]> X
K

1434-[-1> X
K

1434-[-1> X
oK

6666- [ PI NG| > X
X

6667- [ PONG] > X

LK
6668-[-]> X
LK

6669-[-]> X
K

25-[-1> X

oS

5900-[-]> ... K

139-[-]> X
K

445-1-1> X

K

9000- [ PI NG| > X
X

(/ dat a/ dkn/ st anpd/ 20110128- 1429/ snort )
(/ dat a/ dkn/ st anpd/ 20110128-
(/dat a/ dkn/ st anpd/ 20110128-

info directory (/data/dkn/stanod/20110128-

STARTING SNORT ANALYSI'S WTH (/dat a/ dkn/ st anod/ 20110128- 1429/ 20110128-

nort. conf) ... [2011-01-28 14:31:33] - [STAMD | snort_data | - file to
(/ dat a/ dkn/ st anpd/ 20110128- 1429/ snort/procfil es//sta_snortalert) ->

[2011-01-28 14:31:33] - [STAMOD | snort_data ] |- Setting SNORT log file (pcap)

Setting SNORT alert

to (/datal/dkn/stanpd/20110128-

1429/ snort/procfiles//sta_snortalert) K

[2011-01-28 14:31:33] - [STAMOD | convalert ] |- Converting to pipe format (/data/dkn/stanpd/20110128-
1429/ snort/procfiles//sta_snortalert)

[2011-01-28 14:31:33] - [STAMOD | snort_top ] |- Starting SNORT top processing

[2011-01-28 14:31:33] - [STAMOD | snort_alert ] |- Processing information of top alerts [dstip]

[2011-01-28 14:31:33] - [STAMOD | snort_alert ] |- Processing infornmation of top alerts [srcip]

[2011-01-28 14:31:33] - [STAMOD | snort_alert ] |- Processing information of top alerts [dstport]

[2011-01-28 14:31:33] - [STAMOD | snort_alert ] |- Processing information of top alerts [srcport]

[2011-01-28 14:31:33] - [STAMID | getdata |- Verifying argus daenon or retrying start [2011-01-28 14:31:33] -
[ STAMOD | argus_exec ] |- Starting argus daermon ... [2011-01-28 14:31:33] -

Process term nated.
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